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Large-scale	Testbed	and	Cyber	Range	Organiza6on	and	Design	
大規模なテストベッドとサイバーレンジ構成学	

People	have	become	more	and	more	reliant	on	the	Internet.	This	will	lead	to	a	world	in	which	
devices	and	people	are	all	connected	together:	the	Internet	of	Things	(IoT).		
Although	 network	 communica6on	 makes	 life	 more	 convenient,	 it	 also	 exposes	 users	 to	
cybersecurity	 risks,	 such	as	malware,	phishing,	etc.	Therefore,	 it	 is	of	utmost	 importance	 to	
conduct	cybersecurity	educa6on	and	training	as	we	perform	at	JAIST.	

北陸先端科学技術大学院大学	–	JAIST	
サイバーレンジ構成学（NEC寄附講座）	–	CROND	

お問い合わせ	 daihyo@jaist.ac.jp	

Large-scale	network	testbed:	StarBED	

Expert	training	 User	educa6on	

Applica6on	tes6ng	 IoT	experiments	

IT	professionals	and	security	experts	must	
acquire	 the	 prac6cal	 skills	 for	 properly	
handling	incidents	by	using	cyber	ranges.	
	

Regular	 computer	 users	 need	 to	 gain	
awareness	of	potenLal	cybersecurity	risks	
through	ac6ve	educa6on.	

Network	applica6ons	should	be	designed	
and	 assessed	 from	 the	 perspecLve	 of	
cybersecurity	risks	by	using	emula6on.	

IoT	technologies	are	sLll	under	development,	
and	 thorough	 experiments	 are	 required	 to	
make	sure	they	are	opera6ng	safely.	
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Network	emula=on	framework:	NERVF	
FPGA-based	propaga=on	emulator:	StarWave		
802.15.4	support	(ongoing	development)	

CYBER RANGE ORGANIZATION AND DESIGN

Network	Emula6on	Ac6vi6es	


